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APPENDIX E
PREFACE

Appendix E specifies certain requirements and Department of Energy Directives and
Notices that SURA and DOE agree are applicable to this contract but are not otherwise included
. as part of the Work Smart Standards. In this context, the term “applicable” means that:

1. The purpose and policy of the Directive/requirement include elements that are
intended and appropriate for an unclassified non-nuclear user research facility such as
TINAF;

2. Facilities and operations such as TINAF are not explicitly excluded by the Directive/
requirement; ‘

3. The scope and policy of the Directive/requirement are relevant to a product or service
SURA is providing DOE through the contract; and,

4. The Directives and/or requirements are not limited to government organizations and
employees.

Further, both SURA and DOE recognize that each listed Directive/requirement contains
numerous requirements and provisions which are most useful and beneficial when applied using
a graded approach, based on the risk, cost, and benefit at the specific facility. It is the intention
of both parties that performance rather than compliance be the driver for the implementation at

. TINAF of the policies cited in these Directives/requirements. Appropriate implementation will
be determined through good faith discussion between SURA and the DOE TINAF Site Office.
SURA and DOE agree that the guiding principle for such discussion will be that any systems and
procedures implemented to serve the policy and purpose of the Directive/requirement be cost
effective and add value to TINAF’s management and operation, without compromising health,
safety, environment, or property management. The applicability of prospective DOE Directives
is determined according to the procedures in Clause 1.110.

SURA recognizes the value of being aware of DOE policies, responsibilities, formats,
guidance, and procedures and its responsibility to interface effectively with DOE. SURA agrees
'to use appropriate DOE-generated standards, manuals, and guides as references, even though
they are not explicitly included in Appendix E, as well as standards, references and guides
developed and published by professional groups, to help ensure that plans and actions are based
on accepted “best practice.” Applicable standards and manuals specifically identified as
mandatory in a Directive/requirement listed in this contract appendix will be addressed using the
same graded approach as the cited Directive. SURA also recognizes that some DOE
Directives/requirements establish policy and include provisions which the Department has
determined are necessary to discharge specific regulatory and fiduciary responsibility in selected
areas.

DOE has contracted with SURA to manage and operate TINAF. DOE acknowledges




SURA’s prerogative to establish internal policies, responsibilities, formats, and procedures to
provide the highest quality products and services to DOE and the Laboratory’s user community,
and the greatest value to the taxpayer. DOE recognizes that SURA’s internal efficiency and its
ability to accomplish the cost reduction mandated in Article 30 may require flexibility in

meeting the intent and desired outcomes of DOE Directive/requirement, rather than arbitrary
_compliance.

DOE recognizes that monitoring performance measures of actual outcomes is a more
effective method than document approval to accomplish its oversight responsibilities.




List A

As defined in Clause H.37 entitled “Environmental Protection, Safety and Health — Work
Smart Standards,” List A of this contract consists of:

o The laws, regulations, and DOE Directives that control the hazards identified in
Jefferson Lab’s Work Smart Standards “Set;”

e The standards that are regulatory through reference in a law or regulation; and,

e The EH&S Administrative Laws and Regulations list identified as applicable to the
Laboratory from the DOE Directive review process.

As outlined in Clause H.37, failure to include an applicable law or regulation in the “Set”

does not affect the obligation of the contractor to comply with all requirements of law or
regulations unless DOE or the appropriate regulatory agency has granted relief in writing.

Appendix E- Introduction (July 1999)
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DOE ORDERS, NOTICES, SENS W° \
Applicable to the Jefferson Lab Contract \
List B

I. Directives Applicable to the contract:

DOE O 200.1 Information Management (Issued 9/30/96)

DOE N 205.1 Unclassified Computer Security Program (Issuéd 7/26/99)

*

DOE N 205.2 Foreign National Access to DOE Cyber Systems (Issued 11/1/99)

DOE N 205.3 Password Generation, Protection, and Use (Issued | 1/23/99)

DOE O 2030.4B Reporting Fraud, Waste, and Abuse to the Office of Inspector
General (Issued 5/18/92)

« DOE 0 2320.1C Cooperation with the Office of Inspector General (Issued 5/18/92)

DOE 0 3309.1A Reduction In Contractor Employment (Issued 11/30/92)

DOE 0 3830.1 Policies and Procedures for pension Programs Under Operating and
Qnsite Service Contractors (Issued 8/23/82)

DOE O 3890.1A Contractor Insurance and Other Health Benefits Programs (Issued
6/12/92)

. M@%@M@m&%ﬂmﬂgﬂw }”szlf

. DOE O 205.1, Department of Energy Cyber Security Managemenz‘ Program
(Effecuve Date: October 1, 2003) )

e DOE O 4133 Program and Project Management for the Acquzsztzon of Capital
Assets, Attachment 1, Contractor Requirements Document, approved 10-13-00

e DOE 0 430.1B, Real Property Asset Management, Attachment 2, Com‘ractor

Requirements Document, approved 9-24-03 (thzs order cancels O 430.14, sze Cyclé |
Asset Management)

» DOE O 430.2A, Departmental Energy and Utilities Management, Attachment 1,

Contractor Requirements Document, approved 4-15- 02 (this order cancels DOE O
- 430.2, In-House Energy Management)
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Contract No. DE-AC05- 84ER40150
Modification No. M286
Page 2 of 2

1. The purpose of this modification is to add the followihg DOE Orders/Requirements to
List B of Appendix E of subject contract:

= DOE N 205.8 Cyber Security Requirements for Wireless Devices and
Information Systems

» DOE N 205.9 Certification and Accreditation Process for Informatlon Systems
Including National Security Systems

* DOE N 205.10 Cyber Security Requirements for Risk Management

» DOE N 205.11 Security Requirements for Remote Access to DOE and Applicable

Contractor Information Technology Systems
» DOE N 205.13 Extension of DOE N 205.4, Handling Cyber Security Alerts and
Advisories and Reporting Cyber Security Incidents until 7-6-05.

2.  All other terms and conditions remain unchanged and in full force and effect.




I1. Specific Requirements of the Directives ADDhcable to the Jefferson Lab

Contract:

DOE O 2300.1B Audit Resolution & Follow-up (Issued 6/08/92)
"o Applicable paragraphs:
e 5(b)
e 5(
e 5(d)
e 5()
e 50)
DOE O 3220.4A Contractor Personnel & Industrial Relations Reports (Issued
1/07/93) _
* Applicable paragraphs:
e 6(a)
6 (b)
Chapter 1
Chapter'2
Chapter 3
Chapter 4
Chapter 5
Chapter 9

DOE O 3220.6A Federal Labor Standards (Issued 5/14/92)
* Applicable paragraphs:
+ 8(a)2
* 8(0)
e 8(d)

DOE O 4300.2C Work Sor Others (Issued 12/18/94)
¢ Applicable paragraphs:

6(d)
6(e)

6 (D

6 (g)

6 (h)

6 (1)

6 ()
DOE O 570’0.7C Work Authorization System (Issued 5/ 18/92)
* Applicable paragraphs:

* 9(a)

« 9(b)
* 9(c)
e 9(d)
« 9(H

e e e ® @ e o




- IIT Directives to used as “Guidelines” ';

*

. * DOE M 200.1-1 Telecommunications Security Manual (Issued 3/1/97)

* DOE G 205.3-1 Password Guide (Issued 11/23/99)

o DOE M 231.1.1, Chg 1 Environment, Safety, & Health Reporting Manual (Issued
11/7/96)

'« DOE M 232.1.1A Occurrence Reporting and Processing of Operations Information
(Issued 7/21/97)

¢ DOE O 1450.4 Consensual Listening-in or Recording T elephone/Radio
Conversations (Issued 11/12/92)

e DOE O 1700.1 Freedom of Information Program (Issued 11/19/79)
¢ DOE O 1800.1A Privacy Act (Issued 8/31/84)

» DOE 0 4330.2D In-house Energy Management (Originally Issued 6/13/96 and
renumbered as DOE O 430.2 on 6/13/98)

» DOEO 5300.1C Telecommunications (Issued 6/12/92)

' Guidelines are to be reviewed by the Laboratory and used to the extent they are a .
reasonable and cost effective method of achieving the objective stated in the directive,

determined by site-specific performance criteria.




Consolidated EH&S Requirements
Recommended for specific inclusion in the TINAF Contract

The parties have agreed that the requirements listed below are to be applied to work performed
under the contract. This list is a summary of the sixty-three requirements from the EH&S
Requirements Team Final Report dated July 31, 1996, the full text of which is applicable by
reference and a modification to the list (May 2001) deleting Items #35 and # 36 and adding Item
#37. Where appropriate, an interpretation of the requirement and/or a graded approach to the
implementation of the requirement as it applies to this contract is included in the Final Report to
assure the best possible understanding of all parties as to performance expectations. In addition,
the applicable EH&S Administrative Laws and Regulations list and the Work Smart Standards
(formerly the Necessary and Sufficient Standards) are cited elsewhere In this contract.

EH&S
Requirements
Item # Requirement Item #
1 " The contractor shall maintain an Emergency Readiness 1
Assurance Plan appropriate for a low-hazard, non-nuclear,
accelerator facility. A copy of this plan shall be provided to the
Operations Office Manager.
5 Maintain a readiness to respond to accidents to include 5
mitigating the consequences, collecting and preserving evidence,
and assisting with the conduct of investigations until they have
been completed.
6 Annually report ionizing radiation exposure data summaries to 6
the. DOE Radiation Records Repository for each monitored -
person.
7 Report monthly recordable occupational fatalities, injuries, and 7,8
illnesses occurring among contractor and subcontractor
employees arising out of work-related activities performed at the
Thomas Jefferson National Accelerator Facility.
8 Report estimated work-related loss or damage of $5,000 or more 9
to property ($1,000 for vehicles).
‘ 9 Report quarterly total work-hours and vehicle usage. 10
10 Provide an annual summary of fire damage. : 11
11 Provide reports specified herein at the times with the content, 12,15, 16, 17,
and in the formats reasonably needed by DOE, and in 18, 19, 20, 21,
accordance with the SN&S Final Report. 20 45
12 Provide an annual site environmental report to the DOE. 13
13 In the performance of this contract, the contractor is required to 14, 15,16, 17, 18,

maintain an Occurrence Reporting Program in accordance With 19 20, 21, 22
the SN&S Final Report, for the timely identification,

categorization, and reporting of occurrence information resulting

from facility operations, and for the processing of that




17

18

21

22

23

24

25

28
34

35

36

information to identify root causes, to provide for appropriate
corrective actions, and to reduce the probability of similar
occurrences through the identification of good practices and
lessons learned.

Design, construct, and operate the facility to meet applicable
local codes which take the probability and severity of various
natural phenomena into account. ‘

The contractor shall acknowledge the fire protection Authority
Having Jurisdiction (AHJ) designated by the DOE. Among other
roles, the AHJ shall have responsibility for resolving conflicting
requirements.

Comply with exposure limits and technical requirements in
American National Standards Institute Z136.1, Safe Use of
Lasers.

For each construction operation presenting hazards not
experienced in previous project operations or for work
performed by a different subcontractor, the construction
contractor shall prepare a hazard analysis and, when appropriate,
a project safety and health plan, and have them approved by the
Subcontracting Officer's Technical Representative prior to
commencement of affected work.

Promote a healthful work environment and seek to reduce
occupational health-related costs through use of an occupational
medical program designed by a Board-certified occupational
medicine physician.

Shipment data on hazardous waste and hazardous materials shall
be provided to the DOE.

All DOE and contractor laboratories that conduct analytical
work in support of DOE environmental radiological monitoring
programs for radioactive materials shall participate in the DOE
interlaboratory quality assurance program coordinated by the
DOE Environmental Measurements Laboratory, New York,
New York.

Use DOE-provided radiological dose conversion factors unless
otherwise legally required.

Employees and subcontractors shall be informed, through
prominent postings, of their right to report concerns to the DOE.

Low-level waste shall be characterized with sufficient accuracy
to permit proper certification, segregation, treatment, storage,
and disposal. Appropriate records shall be maintained.
DELETE MAY 2001

Resource Conservation and Recovery Act hazardous chemicals
mixed with naturally occurring and accelerator-produced
radioactive material shall be managed as hazardous waste under

27

28

32

33,34

35, 36, 37, 38,
39, 40, 41, 42,
43,44

45

46

49, 50, 51

58

59, 60, 61, 62

63




the Resource Conservation and Recovery Act.
DELETE MAY 2001

37 Radioactive waste shall be managed in accordance with the

recommendations of the Radioactive Waste Management Order
Review Team on August 1, 2000. References to DOE O 435.1
and M 435.1 in the Team’s recommendations shall be
understood to refer only to those actions of the Order and
Manual recommended for inclusion by the Team.

Report Date: November 4, 1996, Modified May 2001

59, 60, 61, 62, 63

UTEUVESESEEESS
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o DOE Order 430.1B, Real Property Asset Management ' 9

— Applicable Attachment: ' )

» Attachment 2 entitled “CONTRACTOR REQUIREMENTS
DOCUMENT”

DOE O 450.1, Environmental Protection Program (Effective Date: October 1, 2()‘03).

" Asmst the Department with the requirements to implement an Environmental

Management System (EMS) through an appropriate formal management document.

. “This document incorporates the appropriate requirements of the Contractor

Requirements Document of DOE O 450.1, Environmental Protection Program, The
EMS will be used as an effective management and stewardshlp tool in Laboratory

policies, practices, and resource allocations.

The EMS document will intcgrate all EMS requirements identified in standard
industry gmdehnés into the contractor’s Integrated Safety Management System -
(ISMS) using a graded approach. The EMS will be reviewed annually and updated as
necessary.

DOE P 470.1, Integrated Safeguards and Security Management (ISSM) Pohcy, dated
May 8, 2001 (Effectwe Date December 1, 2003) '

'Integrated Safeguards and Security Management (ISSM) is implemented at the

Thomas Jefferson National Accelerator Facility (Jefferson Lab) as ‘Integrated -
Secunty Management (ISSM).” Throughout this Policy all references to ‘Safeguards?

~ is not applicable to the DOE/SURA contract. Otherwise, Jefferson Lab is committed
* to conducting work efficiently and securely. The ISSM framework shall be used to

systematlcally integrate security into management and work pracuces at all levels so

,that missions are accomphshed securely.

IS SM includes all toplcal areas of security (e g, people, phys1ca1 mformatlon and
cyber security).and related crosscutting areas (e.g., export control and foreign travel)..

The ISSM framework establishes a hierarch of components. To facilitate the orderly
development and implementation of security management throughout Jefferson Lab,

_the ISSM framework consisting of six components will apply:

the objective,
guiding principles,
core functions,
mechanisms,
responsibilities, and,
implementation.”

ISRl o e
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Quality Assurance Requirements

The parties have agreed that the following requirements are to be applied to work performed
under the contract and replace the requirements in DOE Directive 414.1 “Quality Assurance.”
Additional information regarding the process of the parties’ review of the requirements from this
directive and disposition of the requirements is available in the memorandum dated September 9,
1999, from the Quality Assurance Order Review Team.




4.

Quality Assurance Requirements

SURA shall continue to use its established quality assurance (QA) program addressing its
existing topics which promote economy, efficiency, and effectiveness throughout all
operations by maintaining and improving a vigorous graded approach* program of self-
assessment, quality assurance, and continuous improvement.

a. SURA’s QA program assigns line management responsibility for the
accomplishment of DOE objectives.

b. SURA’s QA program is and will continue to be designed to minimize risks and
environmental impacts and to maximize safety, reliability, and performance
through the integrated application of effective management systems
commensurate with the risks posed by the laboratory and its work.

SURA’s QA program and associated procedures include the appropriate levels of
direction and control (including functional responsibility) for design, procurement, work
processes, personnel qualification and training, inspections and tests, documentation,
records, and assessments. ‘

a. Specific provisions shall be included for the detection, control, and reporting of

substandard items or practices, including suspect or counterfeit items, and the
prevention of their use in safety applications and other critical areas at Jefferson

Lab.

Revisions to SURA’s QA Program will continue to meet these contractual requirements.
The DOE Site Office may approve these revisions, or any part thereof, at their discretion.

The DOE Site Office may perform or coordinate assessments to determine SURA’s QA
Program adequacy and implementation and to improve performance.

* Graded Approach means the process by which the level of detail in analyses, documentation, and
actions necessary to comply with requirements is commensurate with the risk(s) involved with the
following:

the relative importance to safety, safeguards, and security;
the magnitude of any hazard involved;

the life cycle of a facility;

the programmatic mission of a facility;

the particular characteristics of a facility; and

any other relevant factors.




. Accelerator Facility Operations Requirements

The parties have agreed that the following requirements are to be applied to work performed
under the contract and replace the requirements in DOE Directives 5480.19 “Conduct of
Operations for DOE Facilities” and 420.2a “Safety of Accelerator Facilities.” Additional
information regarding the process of the parties’ review of the requirements from these directives
and disposition of the requirements is available in the memorandum dated July 7, 1999 from the
Safety of Accelerator Order Review Team and the Jefferson Laboratory “Work Smart Standards
Documentation” issued on August 22, 1996.
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Accelerator Facility Operations Requirements

ACCELERATOR FACILITY DESIGN AND OPERATION REQUIREMENTS.

Each accelerator facility shall have a reasoned combination of active, passive, and
administrative measures appropriately designed and used to:

(1) Maintain personnel exposure to prompt ionizing and non-ionizing radiation well
below applicable radiological standards.

(2) Permit bypassing in whole or in part only by means that are stringently controlled.
The operator of each facility shall control access to the facility.

The operator of each facility shall have a written shielding policy and shall determine and
document the adequacy of the shielding and other components of the personnel protection
system at appropriate times and intervals.

An independent review of the provisions for personnel safety and health shall be
conducted by a DOE appointed or approved ad-hoc panel of technical experts during the
design phase of significant modifications to existing accelerator facilities.

Activities must not be performed if significant safety consequences could result from
either an accident or a malfunction of equipment important to safety for which a safety
analysis has not been performed. Activities involving an identified Unreviewed Safety
Issue must not commence before DOE has provided written approval.

Accelerator facilities shall operate in accordance with written procedures that cover
activities that could adversely affect the safety and health of persons, the environment, or
the safe operation of equipment. '

(1) The procedures that provide clear instructions for safely conducting activities must
be maintained current and consistent with management systems and the
~ configuration of the facility and equipment and must be approved by facility senior
line manager(s) in the contractor's organization who are actively involved in the
day-to-day operation of the facility. The procedures shall be reviewed at intervals
not to exceed 3 years thereafter to reaffirm their continued validity.

(2) The procedures must include a description of the tasks to be performed, appropriate
safety and health precautions and controls, and where applicable, requirements for
verifying initial conditions, operating conditions to be maintained, and data to be

recorded.




(3) Ata minimum, the contractor must prepare procedures for operation startup, normal
operation, emergency conditions, conduct of maintenance, approval and conduct of
experiments, review and approval of facility modifications, management of safety-
related changes, and control of facility access.

During Commissioning of an accelerator and during development programs employing an
accelerator, the particle beam shall be controlled only by trained and qualified operators
or duly designated accelerator specialists and physicists.

Routine Operation of accelerators shall be executed only by trained and qualified
operators, or by trainees under the direct supervision of a qualified operator.

Experimenters at accelerator facilities shall be required to adhere to written and approved
safety procedures appropriate to address the environmental, safety and health concerns
identified by safety analysis of the related experiment. These safety procedures shall be
approved by designated senior managers in the accelerator operating organization and the
research organization, and shall be currently reviewed at the time of the experiment.

In the event of DOE stoppage of accelerator-related activities for a safety issue,
conditions for the resumption of the activity will be subject to approval of the DOE.

SAFETY ASSESSMENT REQUIREMENTS.

The contractor shall prepare and submit Safety Assessment Documention (SAD) for
accelerator facilities initial construction and major modification. These documents, or
combination of documents, shall be suitably connected and shall address specific
hazards and risks with sufficient technical detail of the review of all safety issues so as to
provide an understanding of the risks associated with the proposed operations.

(1) The SAD must identify hazards and associated on-site and off-site impacts to
workers, the public, and the environment from the facility for both normal
operations and credible accidents.

(2) The SAD must contain sufficient descriptive information and analytical results
pertaining to specific hazards and risks identified during the safety analysis process
to provide an understanding of risks presented by the proposed operations.

(3) The SAD must provide appropriate documentation and detailed description of
engineered controls (e.g., interlocks and physical barriers) and administrative
measures (e.g., training) taken to eliminate, control, or mitigate hazards from
operation. :




(4) The SAD must include or reference a description of facility function, location, and
management organization in addition to details of major facility components and
their operation.

(5) The SAD may be prepared as a set of related documents addressing the hazards of
the entire accelerator facility or as separate SADs prepared for discrete modules of
the facility such as injectors, targets, experiments, experimental halls, etc.

(6) The SAD must be maintained current and consistent with the administrative control
measures and physical configuration of the facility and major safety equipment.

Each facility shall confine its activities within a prescribed Accelerator Safety Envelope

approved by DOE that defines the set of physical and administrative bounding conditions
for safe operations based on the safety analysis documented in the SAD; contractors shall
immediately stop any activity violating the Accelerator Safety Envelope and inform DOE.

Safety standards for experimental apparatus, and criteria for performing a safety review
prior to the apparatus being interfaced with the accelerator, shall be established by the
contractor.

The contractor shall establish a system for reviewing individual proposed experiments to
ensure that the hazards of each experiment have been adequately analyzed in a Safety
Assessment Document, and that the experiment includes adequate controls to ensure that
the applicable Accelerator Safety Envelope will not be violated during the performance of
the experiment. ' '

‘Any safety analysis performed subsequent to the issuance of the Safety Assessment
Document shall be made an addendum to that document until it can be integrated into the
next revision.

RISK ACCEPTANCE PROCESS REOUIREMENTS.

Accelerator Readiness Reviews (ARRS)‘muSt be perfonﬁed prior to approval for
commissioning and routine operation and as directed by the cognizant Secretarial Officer

or a Field Element manager.

PERSONNEL TRAINING AND QUALIFICATION REQUIREMENTS.

Training and qualification requirements must be established for each individual at an
accelerator facility whose activities could affect safety and health conditions or whose
safety and health could be affected by facility activities. Training and qualification must
be documented and kept current.




Only appropriately trained and qualified personnel, or trainees under the direct
supervision of trained and qualified personnel, are permitted to perform tasks that may
affect safety and health.

All personnel assigned to or using the accelerator facility (including emergency response

personnel) must be trained in the safety and health practices and emergency plans
consistent with their involvement and the hazards present.

CONTRACTOR INTERNAL SAFETY REVIEW SYSTEM REQUIREMENTS.

An internal safety review system must be established and maintained to periodically
assess and document the condition of the facility, equipment, and engineered safety
systems. ‘ '

Appropriateness and implementation of procedures, administrative controls, and
personnel training and qualifications must be periodically reviewed and documented by
the internal safety review system.




Protection and Control of Safeguards and Security Interests

The parties have agreed that the modified requirements contained in Attachment 1 and 2 are to

be applied to the work performed under the contract and replace the requirements contained in -

DOE Directive 5632.1C “Protection and Control of Safeguards and Security Interests” and
Manual 5632.1C-1 “Manual for Protection and Control of Safeguards and Security Interests.”
Additional information regarding the process of the parties’ review of the requirements from

these directives and disposition of the requirements is available in the Jefferson Lab Site Office.

e




DOE Order 5632.1C
PROTECTION AND CONTROL OF SAFEGUARDS AND SECURITY
INTERESTS

The level of development and implementation of security protection and control programs and
the level of effort and magnitude of resources expended for these efforts shall be tailored and
integrated to provide the levels of protection appropriate for the Thomas Jefferson National
Accelerator Facility, a property protection facility. Effective physical protection shall rely on the
_ Interaction between security systems, personnel and administrative procedures.

Programs and procedures shall be developed to deter and/or detect misuse of physical protection
equipment (e.g., video assessment equipment). Violations will be reported to the local cognizant
authority for security.

The applicable requirements from DOE M 5632.1C-1 shall be addressed in a site security
program.




DOE MANUAL 5632.1C-1 REQUIREMENTS
MANUAL FOR PROTECTION AND CONTROL OF SAFEGUARDS
AND SECURITY INTERESTS

The Thomas Jefferson National Accelerator Facility (Jefferson Lab) protection program shall be
tailored to address specific site characteristics and requirements, current technology, ongoing
programs, operational needs, and to achieve acceptable protection levels that reduce inherent
risks on a cost-effective basis. A security plan shall be developed using a graded approach to
describe and document the protection program in place.

* Jefferson Lab is considered a property protection facility and as such must establish measures to
give reasonable assurance of appropriate protection of DOE property. The property protection
measures shall include:

s Appropriate access controls and/or physical barriers where determined to be
necessary to protect departmental property and facilities. The DOE Site Office and
the contractor will make this determination jointly. Access points shall be designed
to provide positive control/barrier over vehicular and pedestrian traffic. Physical
barriers such as fences, walls, doors, or activated barriers shall be used when
necessary to protect property.

* Appropriate signs posted around the perimeter of the facility’s boundary lines and at
each entrance prohibiting trespassing.

* Appropriate protective lighting.

= Appropriate panic hardware or emergency exit mechanisms used on emergency doors
located in Security Areas shall be operable only from inside the perimeter and shall
meet all applicable Life Safety Codes

* Appropriate key management system established with an inventory and
accountability system.

* Appropriate warning signs and/or notices posted at entrances to areas under
protection advising that physical protection surveillance equipment is operational.

Jefferson Lab shall establish and maintain a system for issuing and controlling the use of the
Office of Science Common Badges. Badges shall not be used as a means of identification for
unofficial purposes (e.g., cashing checks). The following elements shall be addressed in a
security awareness program:

* Individual requirements for protection of assigned badges and maintaining them in
good condition. If a significant change in facial appearance takes place, the
individual, supervisor, or security officer shall request a badge with a new
photograph.

*  Badges will be deactivated upon termination of employee.




Official Foreign Travel

Table in Attachment are to be applied to the work performed under the contract and replace the
requirements contained in DOE Directive 551.1A “Official F oreign Travel.” Only those

requirements identified by a #1 in the Requirements Disposition column are applicable to this

Office.
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Safeguards and Security Prqgram

The parties have agreed that the Order requirements and modified requirements contained in the
Table in Attachment 1 are to be applied to the work performed under the contract and replace the
requirements contained in DOE Directives 470.1 “Safeguards and Security Program.” Only
those requirements identified by a #1 in the Requirements Disposition column are applicable to
this contract. Additional information regarding the process of the parties’ review of the
requirements from these directives and disposition of the requirements is available in the
Jefferson Lab Site Office.
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